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Based on a fully phase encoding and phase retrieval algorithm, a diffractive-imaging-based optical
encryption scheme with random illumination is proposed. In the encryption process, a QR code
image is placed in the optic path to modulate the incident light and thus generate a random illumi-
nation, which has been demonstrated to enable the proposed scheme to resist the multi-slice
ptychographic phase retrieval algorithm attack. The plaintext is phase-encoded, and then encrypted
by two random phase masks. The diffraction pattern in the output plane is recorded as ciphertext
by a CCD camera. For decryption, an iterative phase retrieval algorithm with median filtering op-
eration is implemented. Simulation results demonstrate the effectiveness, security, and robustness
of the proposal.
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1. Introduction

Optical information security is a relatively new field formed by introducing the optical
technology into the traditional cryptography, and thus optical cryptosystem always has
some particular advantages, such as inherent parallelism, multiple degrees of freedom
(wavelength, polarization, three-dimensional topology, efc.), to name a few. The dou-
ble random phase encoding (DRPE) system [1] is the most well-known optical crypto-
system invented by REFREGIER and JaviDI in 1995. Unfortunately, the DRPE and its
derivatives [2—4], together with many existing approaches [5-9], have to register and
process complex data, and this drawback becomes an obstacle to their real applications.

Most of the existing optical encryption systems are amplitude-based encryptions,
in which the plaintexts are intensity representations. On the other hand, fully phase
image encryptions have also gained much attention [10—13]. The plaintext in the fully
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phase encryption is phase encoded, making the encryption scheme to be a nonlinear
system. As a result, fully phase encryption is more secure than amplitude-based en-
cryption. It has also been stated that the fully phase encryption performs better than
amplitude-based encryption in the presence of additive noise [10]. In recent years, the
quick response (QR) code, as a two-dimensional bar code with certain error correction
capability, has been merged into optical encryption systems [8, 14—16].

In 2010, an alternative approach for optical image encryption based on diffractive
imaging [17] was proposed by WEN CHEN et al. Different from the above mentioned
methods, the diffractive-imaging-based encryption (DIBE) is able to recover the plain-
text from several intensity patterns by using phase retrieval algorithms, which means
that one no longer need to record the complex values of the diffractive filed. Conse-
quently, the DIBE raises many researchers’ interest in the past five years and has been
extensively studied in the past several years. For instance, WEN CHEN ef al. proposed
an optical encryption using multiple intensity samplings with axial translation of the
image sensor [18]. Y1 QIN ef al. proposed a simplified optical image encryption in the
diffractive-imaging-based scheme [19]. XIAOGANG WANG et al. proposed an optical bi-
nary image encryption in which the secret binary image can be recovered based on phase
retrieval with an aperture-key and wavelength keys [20]. Recently, SHENLU ZHONG et al.
proposed a novel optical information verification and encryption method based on in-
terference principle and phase retrieval with sparsity constraints [21], in which two
phase retrieval algorithms are used in the encryption process.

The DIBE has been considered to have high security until Tuo L1 and YisH1 SH1
demonstrated its vulnerability to multi-slice ptychographic phase retrieval algorithm
(MPPRA) [22]. Nevertheless, the DIBE is still regarded as one of the most secure
cryptosystems since it can only be breached by the MPPRA up to now. So it is strongly
expected that the DIBE can be protected from this attack. Motivated by this target, we
propose here, to our best knowledge, a novel extension of the DIBE scheme that employs
a random illumination and full-phase encoding. In the proposed scheme, a QR code is
placed in the optic path to generate a random illumination, which makes the proposed
encryption scheme invulnerable to MPPRA attack. Then the phase-encoded plaintext
is encrypted by two statistically independent random phase masks (RPM). The diffrac-
tion intensity pattern is recorded as ciphertext by a charge coupled device (CCD). For
decryption, an iterative phase retrieval algorithm is applied. We shall show the pro-
posal not only retains the merits of DIBE but also possesses greater security.

2. Theoretical analysis

The real-value plaintext f(x, y), whose values are restricted to [0, 1], is first phase en-
coded. The phase-only version of the plaintext is denoted by Py, which can be de-
scribed by

Prlx,y) = exp|j2mf(x, )| (1)
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Fig. 1. Optical encryption scheme.

The phase-encoded image of the plaintext is then put in the optical path for encryp-
tion. The encryption process can be carried out either optically or digitally. Figure 1
illustrates the schematic diagram for encryption. QR code image Q) is generated from
an assistant key. The assistant key can be a string of alphanumeric data, whether it is
relevant to the plaintext or not. Note that, since the QR code can be generated from
a string of alphanumeric data, it is more convenient to be stored and distributed compared
to the random amplitude mask. The QR code image has two different values (0 and 1),
where 0 indicates that the incident light is totally blocked and 1 means that the incident
light is totally transmitted. M, and M, are two statistically independent random phase
masks, which are randomly distributed in [0, 2x]. The whole encryption system is il-
luminated by a collimated plane wave with a wavelength of A. Taking advantage of
a CCD camera, the diffraction intensity pattern is recorded as ciphertext, which can
be expressed as

2

I, v) = FrTLZ}{FrTi’Zz[FrTLzl(QM(m,n))PR(x,y)Ml(x,y)JMz(n,f)} 2)

where (m, n), (x, y), (1, £) and (u, v) are used to denote the coordinates of the QR code
image, the plaintext image, the random phase mask M,, and the CCD plane, respectively.
Symbol FrT[-] denotes the free-space wave propagation under the Fresnel approxima-
tion [20], and |-| denotes the modulus operation.

Obviously, the encryption process is very simple, since no interferometric setup is
necessary, and only one diffraction intensity pattern needs to be recorded. Besides, the
plaintext is phase-encoded in the first place. It has been stated that the fully phase en-
cryption is more secure than amplitude-based encryption and the decrypted image ob-
tained from the fully phase encryption is more robust to additive noise than that
obtained from the amplitude-based encryption. Moreover, a QR code generated from
an assistant key is used to scramble the incident collimated plane wave light. As a re-
sult, the light field in front of the plaintext’s plane is randomly distributed, rather than
uniformly distributed as in ordinary optical encryption systems. The proposed random
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-illumination-based optical image encryption scheme can resist the MPPRA attack,
which makes the proposed encryption scheme even more secure.

In order to decrypt the phase-encoded plaintext, an iterative phase retrieval algorithm
is implemented. It had been stated that if two or less diffraction patterns are recorded
as ciphertexts, the iterative phase retrieval algorithm will encounter the stagnation
problem [19]. As described before, only a single diffraction pattern is recorded as
ciphertext in the proposed method. Consequently, in order to solve the stagnation prob-
lem, a median filter is introduced to each cycle of the iterative phase retrieval algorithm.
The median filter is very important for the convergence of the phase retrieval algo-
rithm. The iterative decryption process will diverge without this median filtering op-
eration. The iterative decryption process can be described as follows.

1. Assume an initial random distribution f,, n = 1 for the plaintext, and the phase
-encoded version of the plaintext can be calculated by

Pp = exp [j2nfn} (3)
2. Calculate the light field in front of the plaintext’s plane
Ly = FrT, _ (Qy) (4)

3. Propagate forward to the CCD plane, and the wave front in the output plane is
calculated by

0, = BT, _ |FT, _ (L PeM )M, | (5)
4. Apply a support constraint in the output plane with the square root of the ciphertext
0, = .0,/10,] (6)

5. Propagate back to the plaintext’s plane, and calculate the modified phase-en-
coded version of the plaintext

Py = BT, [FT, (O, M5|M]L; (7)

where symbol * indicates the complex conjugation operation.
6. Apply amedian filtering operation to the phase part of Py, and obtain the revised
version of the plaintext f, | |

Joi1 = medﬁlter{angle[ISR]} ®)

where “angle” indicates the phase extraction operation, and “medfilter” indicates the
median filtering operation, the window size is 3 x 3 pixels.
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7. Calculate the iterative error between f, ;. | and f,, and the iterative error can be
expressed by

2
Error = [ |/, 16 0] = £, 06 )] ©)

X,y

Replace f, . | for f,, and repeat the above steps 1 to 7 until the calculated iterative
error is smaller than the preset threshold value . For instance, J can be set to 0.0001
in the iterative decryption algorithm. After this iterative decryption process, the plain-
text can be retrieved.

3. Numerical simulations and discussion
3.1. The effectiveness of the proposal

Numerical simulations are performed to verify the proposed fully phase optical image
encryption system under MATLAB R2014a environment. A collimated plane wave
(A =633 nm) is used in the simulation. The pixel size of CCD camera is 2.5 um. Axial
distances are set as z; =z, =z3; =50 mm. The threshold ¢ in the iterative retrieval
algorithm is predefined as 0.0001. Figure 2a shows the plaintext (“peppers.bmp”,
512 x 512 pixels). The plaintext is phase-encoded (converting the amplitude-based
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Fig. 2. The plaintext (a), M, (b), M, (¢), the QR code image generated from the assistant key (d), the
ciphertext (e), the decrypted image (f), and correlation coefficient (CC) value between plaintext and
decrypted image (g).
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plaintext into a phase-only image), and then encrypted by two RPMs. Figures 2b and 2¢
are two statistically independent random phase masks M, and M,, respectively. Figure 2d
is the QR code image that is used in the encryption scheme. The assistant key corre-
sponding to the QR code in this simulation is a string of words (“Pic Name: Peppers™).
Note that, the assistant keys keep changing for encrypting different plaintexts, which
makes the encryption scheme more difficult to crack. After the optical encryption pro-
cess, the intensity diffraction pattern (i.e., ciphertext) captured by CCD camera is
shown in Fig. 2e. With the help of the proposed decryption algorithm, the original im-
age can be retrieved, which is shown in Fig. 2f. It can be seen that the retrieved image
is almost the same as plaintext, which indicates the validity of the proposed encryption
scheme. In order to quantitatively describe the similarity between the retrieved image
and the plaintext, the correlation coefficient (CC) value [16] between them is calcu-
lated. The curve of CC values between the retrieved image and the plaintext is shown
in Fig. 2g, and the eventual CC value after 50 iterations is close to 1 (CC = 0.9954). It
can be concluded from the curve that the proposed method has a rapid convergence rate.
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Fig. 3. The retrieved image without median filtering operation (a), and correlation coefficient (CC) value
between plaintext and the retrieved image (b).

In the iterative decryption algorithm, the median filtering operation in each iteration
cycle is very important for the convergence of the decryption algorithm. As a compar-
ison, the iterative decryption algorithm without the median filtering operation is also
executed. The simulation results are shown in Fig. 3. Figure 3a shows the decrypted
image after 50 iterations, by utilizing the iterative decryption algorithm without the
median filtering operation. The curve of CC values is shown in Fig. 3b, and the even-
tual CC value after 50 iterations is 0.3865. It can be observed that the quality of the
decrypted image is degraded greatly (compared with Fig. 2f), and only the rough sketch
of the plaintext can be retrieved.

The light wavelength 4, the axial distances z;, z, and z3, the two RPMs, and the
QR code image are essential for decrypting the plaintext. For the sake of brevity, only
the simulation results with the incorrect QR code image are presented here. Figure 4a
is the incorrect QR code image that is used for decryption. This QR code is generated
from a different assistant key (a string of words “incorrect assistant key”). With this
incorrect QR code, the decrypted image is shown in Fig. 4b, and it is seen that no infor-
mation about the plaintext can be observed from it. Figure 4c shows the curve of CC value
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Fig. 4. The incorrect QR code image that is used for decryption (a), the decrypted image (b), and corre-
lation coefficient (CC) value between plaintext and decrypted image (c).

between the retrieved image and the plaintext. After 1000 iterations, the eventual CC val-
ue is 0.3490. The simulation results indicate that only those who have the assistant key
can correctly retrieve the plaintext. Meanwhile, different plaintexts correspond to dif-
ferent assistant keys, as a result of which the attackers cannot break through the pro-
posed encryption scheme without knowing the correct assistant key.

Since the ciphertext could be contaminated during transmission, robustness against
the contaminations is also investigated. Figure Sa shows a noise contaminated cipher-
text, in which the additive noise is randomly distributed in [-0.1, 0.1]. If this noise con-
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Fig. 5. The noise contaminated ciphertext (a), the decrypted image under noise contamination (b), correla-
tion coefficient (CC) value between plaintext and decrypted image under noise contamination (c), the
10% occlusion contaminated ciphertext (d), the decrypted image under occlusion contamination (e), and
CC value between plaintext and decrypted image under occlusion contamination (f).
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taminated ciphertext is used for decryption, the decrypted image is shown in Fig. 5b.
The curve of CC values between the decrypted image and the plaintext is shown in
Fig. 5¢, and the eventual CC value reaches 0.9829. Figure 5d shows an occlusion con-
taminated ciphertext, in which 10% of the ciphertext is occluded. Figure 5e shows the
decrypted image by using this 10% occluded ciphertext. The curve of CC values between
the decrypted image and the plaintext is shown in Fig. 5f, and the eventual CC value
reaches 0.8341. In order to better evaluate the robustness against noise and occlusion
contaminations of the proposed scheme, we compare the simulation results with the
previously proposed DIBE scheme (in [19]). According to the description in [19], the
eventual CC value between decrypted image and the plaintext is only 0.8732, when
the ciphertext is noise contaminated, and when the ciphertext is 10% occluded, the
eventual CC value is only 0.3724. Through the comparison, it can be found that, under
same contamination conditions, the quality of the decrypted image in the proposed
scheme is much higher than that of the previous scheme. The improvement of the qual-
ity of the decrypted image under contamination conditions mainly benefits from the
introduction of the fully phase technique. It has been verified that fully phase encryp-
tion is more robust to additive noise than amplitude-based encryption [10]. The sim-
ulation results demonstrate the robustness of the proposed scheme against noise and
occlusion contaminations.

3.2. The security of the proposal

It has been claimed that the DIBE schemes can well resist conventional cryptographic
attacks (for instance, known-plaintext attack, chosen-plaintext attack, chosen-ciphertext
attack, efc.) because of the nonlinearity characteristics of the encryption schemes [19].
Similarly, the proposed encryption scheme, as a typical DIBE, has high resistance against
conventional attacks as well. Most recently, the DIBE has been cracked by the MPPRA

Fig. 6. Three different plaintexts (a), and three ciphertexts (b).
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Fig. 7. The retrieved M, by using the MPPRA attack (a), correlation coefficient (CC) value between the
retrieved M, and the correct M, (b), attack result by using the retrieved RPMs (¢), and CC value between
the attack result and the correct plaintext (d).

method [22]. In order to investigate the proposal’s robustness against the MPPRA at-
tack, the MPPRA method is utilized to attack the proposed encryption scheme. Assume
that an attacker has obtained 50 pairs of plaintexts and ciphertexts. The plaintexts are
50 randomly distributed binary images which are different from each other. For the sake
of brevity, only three pairs of plaintexts and ciphertexts are shown in Fig. 6. With the
help of these plaintext-ciphertext pairs, the random phase mask M, can be retrieved
by using the MPPRA attack, which is shown in Fig. 7a. The curve of CC value between
the retrieved RPM and the correct RPM is shown in Fig. 7b. The obtained CC value
is within the range of [-0.0055, 0.0092]. The retrieved RPMs are utilized to further
decrypt the intercepted ciphertext (see Fig. 2e), and the attack result is shown in
Fig. 7c. The curve of CC value between the attack result and the correct plaintext is
shown in Fig. 7d. The obtained CC value is within the range of [-0.0025, 0.0081]. Ap-
parently, the correct plaintext cannot be cracked by the MPPRA attack, which means the
proposed scheme can well resist the MPPRA attack, and has a higher level of security
than ordinary DIBE schemes.

3.3. Discussion

From the theoretical analysis and the simulation results, the advantages of the proposal
can be concluded as follows.

Through the security simulation results, we can see that the most prominent advan-
tage of the proposal is that it can well resist the MPPRA attack (not to mention the
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conventional cryptographic attacks). As a result, the proposed scheme is much more
secure compared to DIBE schemes.

Only a single diffraction intensity pattern needs recording in the proposed encryp-
tion scheme. Therefore, neither interferometric setup nor movement of the optical ele-
ments is necessary for encryption, which greatly simplifies the encryption and decryption
procedures.

The QR code image used for encryption is generated from the assistant key, which
is a string of alphanumeric data, so compared to the large RPM, the assistant key is more
convenient to store and transmit.

The proposed encryption scheme is a fully phase-based optical encryption, in which
the plaintext is phase-encoded in the first place. It has been stated that the fully phase
-based encryption is much more robust to additive noise than amplitude-based encryp-
tion [11]. The simulation result also verifies that the proposed scheme is more robust
against noise and occlusion contaminations than other DIBE schemes.

4, Conclusion

In summary, a fully phase diffractive-imaging-based optical encryption scheme is pro-
posed in this paper. In the optical encryption process, a QR code image generated from
an assistant key is placed in the optic path to produce a random illumination, which
helps make the proposed scheme immune to MPPRA attack. For decryption, an iter-
ative phase retrieval algorithm with a median filtering operation in each iteration is
implemented. Also, relative numerical simulations have been performed to verify the
effectiveness, the security, and the robustness against contaminations.
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