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The rapid development of digital products brings security issues. Digital watermarking technology 
is an important means to handle these problems. To enhance the imperceptibility of watermark and 
locate the possible tampering as well, a digital watermarking scheme based on curvelet transform 
is presented by combining with multiple chaotic maps. The host image is decomposed into three 
parts, i.e., coarse layer, detail layer and fine layer, with curvelet transform, and a robust watermark 
is embedded into the coarse layer for copyright protection of digital products. In addition, an au-
thentication watermark is embedded into the fine layer to detect and locate the illegal changes. Sim-
ulation results show that the proposed digital watermarking scheme possesses acceptable 
robustness and security. 

Keywords: digital watermarking, curvelet transform, multiple chaotic maps. 

1. Introduction 

With the rapid development of computer multimedia technology, the security and the 
authenticity of digital contents are becoming increasingly important. The digital wa-
termarking technology to hide a certain kind of information, i.e., watermark, in the dig-
ital products is an effective solution to secure transmission, storage and identification. 
A qualified digital watermarking scheme should be of good imperceptibility and ro-
bustness. 

The applications of digital watermarking have been widely investigated [1,2]. Im-
ages are the most common type of digital content transmitted on the internet. Generally, 
there are two categories of image watermarking schemes: spatial domain schemes and 
transform domain ones. In the spatial domain schemes, the watermark information is 
usually embedded by directly modifying the pixel value of host image, such as the least 
significant bit method, which is imperceptible and easy to implement; however the ro-
bustness is weak [3]. While in the transform domain watermarking schemes, before 
embedding the watermark, different mathematical transforms are performed on the host 
images, such as discrete cosine transform (DCT), discrete wavelet transform (DWT), 



 292 YI XIAO et al. 
       
  

 
 

 
  

 
 

   

  

 

   

    
  

   
   

 
  

 

  
  
   

 
  

  
 

 

discrete Fourier transform (DFT), fractional Fourier transform (FrFT), and their com-
binations [4]. Then the watermark information is embedded in the middle or the low 
frequency part of the image in the transform domain. ERNAWAN and KABIR designed 
a robust image watermarking scheme, which modifies certain coefficients to construct 
watermarked image instead of inserting the watermark bits directly to achieve higher 
invisibility and robustness [5]. WU et al. presented an imperceptible digital watermark-
ing algorithm based on 4-level DWT, DCT and SVD, which could resist JPEG com-
pression attack, and various noise attacks [6]. HAMIDI et al. raised a robust blind image 
watermarking scheme based on the DFT-DCT, where Arnold transform is adopted to 
scramble the watermark and then to enhance the security of the scheme [7]. LANG and 
ZHANG proposed a novel blind digital image watermarking algorithm based on the FrFT, 
which is very robust to JPEG compression noise attacks and image manipulation op-
eration [8]. ERNAWAN et al. put forward an adaptive scaling factor based on the selected 
DWT-DCT coefficients related to the image content and proposed a watermarking 
scheme with a set of rules involving the adaptive scaling factor [9]. To address the lim-
ited utilization areas and the insufficient in blindness of grayscale watermarking 
schemes, GUL proposed a blind  robust  color  image watermarking method based on 
DWT and DCT [10]. 

In addition, curvelet transform (CT) has good approximation performance for 
multivariable functions with linear singularity, and can describe the curve edge of 
the image well. When being applied to digital watermarking, curvelet transform can 
make the host image retain high PSNR after being embedded a watermark [11–13]. 
AHMED et al. studied an attack resistant watermarking technique by combining CT with 
robust principal component analysis [11]. KIM et al. raised a watermarking scheme 
with CT to enhance imperceptibility and robustness [12]. KUKREJA et al. proposed 
a copyright protection scheme based on CT, which creates meaningful shares to pro-
vide better security and handles false positive cases efficiently [13]. 

In this paper, a digital watermarking scheme based on the curvelet transform and 
the multiple chaotic maps will be introduced. A robust watermark scrambled by the 
multiple chaotic maps is embedded into the low frequency (LF) coefficient matrix of the 
host image in the CT domain. While an authentication watermark constructed by the 
chaotic sequence is embedded into the high frequency (HF) coefficients of the CT to 
detect any unauthorized tamper. 

The rest of the paper is organized as the following sections. The watermark em-
bedding and extracting scheme is introduced in Sec. 2. Simulation results and perfor-
mance analysis are given in Sec. 3. Finally, a brief conclusion is reached in Sec. 4. 

2. Digital watermarking algorithm based on curvelet transform 
and multiple chaotic maps 

2.1. Embedding method of watermark information 

The embedding process of robust watermark is as follows. 
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Step 1. The curvelet transform is performed on the host image H to obtain the 
coarse layer composed of low frequency coefficient matrix C, detail layer composed 
of medium and high frequency coefficient matrix D, and fine layer involving high fre-
quency coefficient matrix T. 

Step 2. Two chaotic sequences X  and Y are generated by iterative calculation ac-
cording to Eqs. (1) and (2) with the keys k1, k2, k3, k4 and k5, and then they are converted 
into 2D matrices X and Y, respectively. After sorting each row in X or Y, the position 
matrices P1 and P2 are obtained. 

  X n --------- + β sin π X + c mod 1, 0  X  αn n α 
 
  X 1 n --------- --------------------- + β sin π X + c mod 1, α  X  0.5n n α 0.5 – α X = n + 1  
  1 – X n ------------------- + β sinπ 1 – X  + c mod 1, 0  1 – X  αn nα   
 
  1 – X 1 n
 ------------------- ------------------- + β sinπ 1 – Xn  + c mod 1, α  1 – X  0.5nα 0.5 – α   

(1) 

Y = η Y 1 – Y  (2)n + 1 n n 

Step 3. The corresponding row of the original watermark image W1 is selected ac-
cording to the first column of P2, then W1 is scrambled according to each line of P1 to 
generate W2. Similarly, the corresponding row of the W2 is selected according to the 
first column of P1, then W2 is scrambled according to each line of P2 to produce the 
scrambled matrix W. 

Step 4. The scrambling matrix W is embedded into matrix C to obtain matrix C'. 
The embedding process adopts the additive embedding rule. 

C' m n = C m n + ωW m n (3)  

where C (m, n) is the element of matrix C at position (m, n), while W (m, n) is the ele-
ment of matrix W at position (m, n), ω is the embedding strength, C' (m, n) is the ele-
ment of embedded matrix C' at position (m, n). 

The generation and embedding process of authentication watermark is as follows. 
Step 1. The chaotic sequence Z is produced by iterating Eq. (4) with k6 and k7, and 

then it is processed with the following methods to obtain a new sequence Z1. If the 
element of Z is greater than 0.5, the element is modified to 1; On the contrary, it is 
modified to 0. Next, Z1 is transformed into a 2D matrix Z1 as the authentication wa-
termark. 

Zn = μ sin (4)+ 1 π Zn 
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Step 2. The authentication watermark Z1 is added to matrix T by the half division 
method. The specific rule is constructed as 

 T m n,     0.5 Z    = 1  g m n  m n1
 

T m n + 0.5,     0.5 Z    = 1  g m n  m n 1T' m n   =  (5)
T m n   – 0.5,     Z    = g m n   0.5 m n  01

 
 T m n,     0.5 Z    = 0  g m n  m n1 

where 

g m n   =  T m n – T m n   (6) 

The host image H1 embedded with robust watermark and authentication one can 
be obtained by the inverse curvelet transform. The watermark embedding process is 
shown in Fig. 1. 

Fig. 1. Watermark embedding process. 

2.2. Watermark extraction method 

The watermark extraction process is in the following. 
Step 1. The curvelet transform is performed on the host image H1 to obtain the low 

-frequency part C1, medium high-frequency part D1 and high-frequency part T1. Then 
the scrambled watermark W' is extracted as 

C m n – C m n  
W' m n   = --------1-------------------------------------------- (7)

ω 

Step 2. The robust watermark W' is obtain by performing inverse scrambling on1 
the extracted watermark W' . 
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Step 3. A new authentication watermark Z'  is obtained with the following pro-1 
cess on T1. 

 1, g1m n  0.5
Z1' m n =  (8) 

 0, g1m n  0.5 

where 

g1m n = T1m n –  T1m n  (9) 

Step 4. The authentication watermarks Z1 and Z' are XORed to obtain a tamper 1 
detection matrix M. A zero matrix Z2 with the same size as the host image is defined. 
If M (m, n) = 0, it means the host image has not been tampered with, then the corre-
sponding element of Z2 in the image does not change. If M (m, n) = 1, the host image 
has been tampered with, the element at the corresponding position in Z2 will be mod-
ified to 1. The watermark extraction process is shown in Fig. 2. 

Fig. 2. Watermark extraction process. 

3. Simulation results and performance analysis 

3.1. Imperceptibility 

The proposed scheme is simulated by MATLAB with two test images Peppers and Boat 
of size 512×512 and watermark images of size 32×32. The embedding and extraction 
results of the watermark images are shown in Table 1 and Fig. 3. Figures 3(a1) and (b1) 

T a b l e 1. PSNR value of watermarked images and NC value of extracted watermarks. 

Host image Peppers Boat 

PSNR 71.0336 71.0172 

NC 1 1 
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(a1) (a2) (a3) 

(b1) (b2) (b3) 

Fig. 3. Embedding and extraction of watermark. (a1), (b1) The host images, (a2), (b2) the watermarked 
images, and (a3), (b3) are the watermark images after extraction. 

are the host images, (a2) and (b2) are the watermarked images, (a3) and (b3) are the 
watermark images after extraction. The peak signal to noise ratio (PSNR) and normal-
ized correlation (NC) are used to measure the similarity of original watermarks and ex-
tracted watermarks, which could evaluate the imperceptibility of proposed scheme in 
a more objective way. After being embedded with the watermark image, the PSNR val-
ue of the host image is more than 70 dB, which indicates that the information distortion 
between the watermarked image and the original one is very small. Thus the digital 
watermarking scheme has good imperceptibility. 

3.2. Histogram 

Figure 4 shows the histograms of images Peppers and Boat before and after being em-
bedded with the watermark. Figures 4(a1) and (b1) are the histograms of original im-
ages. Figures 4(a2) and (b2) are the histograms of watermarked images. It can be seen 
that the histograms of the original host image and the watermarked image are indis-
tinguishable to human eyes, and one can hardly obtain watermark information from 
the watermarked image. Therefore, the digital watermarking scheme has great advan-
tages in resisting the histogram attack. 
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(a1) (b1) 

(a2) (b2) 

Fig. 4. Histograms of host images before and after being embedded in the watermark: (a1) original image 
Peppers, (b1) original image Boat, (a2) watermarked image Peppers, and (b2) watermarked image Boat. 

3.3. Robustness 

3.3.1. Key sensitivity 

To enhance the security of the watermarking scheme, the chaotic scrambling method 
is adopted to scramble the watermark image. To analyze the security of the key, the 
original correct keys α = 0.1, β = 0.1, C = 5,  X0 = 0.6742, η = 4,  and  Y0 = 0.6742 are 
added the step d = 0.01 in turn. Then the watermark is extracted with a key slightly 
modified and five other correct keys, respectively. Six groups of simulation tests are 
carried out according to the above methods. Figure 5(a) is the extracted watermark 
image with the correct keys, and Figs. 5(b)–(g) are the extracted watermark images 
with a key slightly modified and the other five correct keys. The result shows that it 
is impossible to obtain the original watermark information from the watermark image 
extracted with the wrong key. Therefore the proposed digital watermarking algorithm 
is very sensitive to keys. 
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(a) (b) (c) (d) 

(e) (f ) (g) 

Fig. 5. Extracted watermark images with: (a) correct keys, (b) α + 10–15 , (c) β + 10–15, (d) c + 10–14, 
(e) X0 + 10–15, (f ) η + 10–15, and (g) Y0 + 10–15 . 

3.3.2. Cutting attack 

The watermarked image is cut with different degrees, and the watermark image is 
extracted from the cut image. Figure 6 shows the watermarked images subject to dif-
ferent degrees of cutting attacks and the corresponding extracted watermark image. 
Figures 6(a)–(c) and (d)–(f ) are the watermarked images subject to 1/16, 1/8 and  
1/4 cutting attacks, respectively. Figures 6(a1)–(f1) are the watermark images extract-

(a) (a1) (b) (b1) (c) (c1) 

(d) (d1) (e) (e1) (f) (f1) 

Fig. 6. Host image and corresponding extracted watermark after cutting attack. (a)–(c) and (d)–(f ) The wa-
termarked images subject to 1/16, 1/8 and 1/4 cutting attacks, respectively. (a1)–(f1) The watermark im-
ages extracted from the corresponding cut images. 
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T a b l e 2. NC values after cutting attack. 

Cutting rate Peppers Boat 

1/16 0.9795 0.9856 

1/8 0.9610 0.9692 

1/4 0.9487 0.9487 

ed from the corresponding cut images. Table 2 shows the NC values of the extracted 
watermark. The NC values are all greater than 0.94, which means that the extracted 
watermark image is very similar to the original watermark image. Therefore, the pro-
posed digital watermarking scheme can resist the cutting attack. 

3.3.3. Noise attack 

The watermarked images are attacked by white Gaussian noise with a variance of 0.005 
and salt-and-pepper noise with a density of 0.01, respectively, and then the correspond-
ing watermark images are extracted from the watermarked images with noise. Figure 7 
shows the watermarked images after being added noise, and the corresponding extract-
ed watermark images. It can be seen that the information of the original watermark 
image can still be obtained from the extracted watermark image. Table 3 lists the cor-
responding NC values of the extracted watermark images. As is shown, the digital wa-
termarking scheme has a certain ability to resist noise attack. 

White Gaussian noise (average intensity 0.005) (a) 

 Salt-and-pepper noise (average intensity 0.01) (b) 

Fig. 7. Host image and corresponding extracted watermark after noise attack. (a) White Gaussian noise 
(average intensity 0.005). (b) Salt-and-pepper noise (average intensity 0.01). 
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T a b l e 3. NC values after noise attack. 

Test image 
White Gaussian noise 
(average intensity 0.005) 

Salt-and-pepper noise 
(average intensity 0.01) 

Peppers 0.9026 0.9532 

Boat 0.8952 0.9610 

3.3.4. JPEG compression attack 

To test the ability of the proposed algorithm to resist the JPEG compression attack, the 
watermarked images are compressed with different compression ratios, and then the 
watermark images are extracted from the compressed images. Figure 8 shows the wa-
termarked images and the corresponding extracted watermark image after compres-
sion. Figures 8(a)–(c) and (d)–(f ) are the watermarked images after JPEG compression 
with a ratio of 30%, 60% and 90%, respectively. Figures 8(a1)–(f1) are the watermark 
images extracted from the corresponding images after JPEG compression. It can be 
seen that the original watermark information can still be obtained from the extracted 

(a) (a1) (b) (b1) (c) (c1) 

(d) (d1) (e) (e1) (f) (f1) 

Fig. 8. Host image and corresponding extracted watermark after JPEG compression attack. (a)–(c) and 
(d)–(f ) The watermarked images after JPEG compression with a ratio of 30%, 60% and 90%, respectively. 
(a1)–(f1) The watermark images extracted from the corresponding images after JPEG compression. 

T a b l e 4. NC values after the JPEG compression attack. 

Compression ratio Peppers Boat 

30% 0.9959 0.9962 

60% 0.9836 0.9877 

90% 0.9754 0.9671 
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watermark after the JPEG compression attack. Table 4 lists the NC values of the wa-
termark image extracted from the watermarked image after different degrees of com-
pression. The NC values are all greater than 0.96, indicating that the extracted 
watermark is similar to the original watermark. It is obvious that the digital water-
marking scheme can frustrate the JPEG compression attack. 

3.3.5. Other attacks 

In this section, the performances of the proposed watermarking scheme against some 
other typical image processing attacks are tested. Figure 9 shows the watermarked im-
ages and the corresponding extracted watermark images under various image process-
ing attacks. Figures 9(a)–(e) are the test results of histogram equalization, image  
brightening, image darkening, contrast enhance and contrast weaken, respectively. 

Histogram equalization (a) Image brightening (b) 

(c) (d) 

(e) 

Image darkening Contrast enhance 

Contrast weaken 

Fig. 9. Host image and corresponding extracted watermark after other attacks. (a) Histogram equalization, 
(b) image brightening, (c) image darkening, (d) contrast enhance, and (e) contrast weaken. 

T a b l e 5. NC values of other attacks. 

Attacks Peppers Boat 

Histogram equalization 0.9856 0.9897 

Image brightening 1 1 

Image darkening 1 1 

Contrast enhance 0.9825 0.9792 

Contrast weaken 1 1 
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Table 5 presents the NC values of the watermark image extracted from the watermarked 
images under different attacks. The proposed digital watermarking scheme can resist 
the above attacks and has good robustness. 

3.3.6. Position detection 

To verify the tamper detection and positioning function of the proposed scheme, the 
watermarked image Peppers is selected to be tested three times. In the first test, the 
test image is cut square. In the second test, the test image is cut rectangular. In the third 
test, the Chinese character Wang is added to the test image. The results of the three 
tests are shown in Fig. 10. After different tampering of the watermarked image, the 
position and the pattern displayed in the location matrix are essentially identical. Thus, 
the proposed digital watermarking scheme has a strong positioning ability. 

Fig. 10. Result of positioning detection. 

3.4. Comparison 

To further demonstrate the robustness of the proposed digital watermark scheme, the 
simulation result of image Peppers is listed in Table 6. In [8], the watermark informa-
tion is embedded in the DCT low frequency sub-band, which significantly affects the 
visual quality of the host image. Therefore, the imperceptibility of this scheme is not 
satisfactory, and the PSNR value is relatively low. While in the proposed scheme, the 
watermark information is embedded in the low frequency (LF) coefficient of curvelet 
transform, which ensures the invisibility of the scheme, and the PSNR value is relatively 
high. The scheme in [14] performs well in resisting the salt-and-pepper noise attack. 
In [15], the watermark is constructed by modifying the maximal singular value of the 
singular value matrix. The maximal singular value of the image will change greatly in 
the case of image brightness and contrast gradient change. At this time, it is hard to 
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T a b l e 6. Normalized correlation coefficients with proposed algorithm and some typical works. 

Attack [8] [14] [15] Proposed algorithm 

None 0.9698 1 1 1 

Salt-and-pepper noise attack (0.01) 0.9399 0.9986 0.9634 0.9630 

JPEG compression (60%) 0.9601 0.8263 1 0.9856 

Cutting attack 1/16 0.9449 0.9724 0.9736 0.9920 

White Gaussian noise (0.005) 0.8963 0.8017 0.9543 0.8550 

Histogram equalization 0.9663 0.9731 0.6165 0.9918 

Image brightening 0.9698 0.9660 0.6393 1 

Image darkening 0.9698 0.9787 0.6545 1 

Contrast enhance 0.9454 0.9367 0.5341 0.9875 

Contrast weaken 0.9698 0.9828 0.6047 1 

PSNR (dB) 36.9 40.0 40.3 70.9 

extract the watermark information with this scheme. Therefore, the digital watermark-
ing scheme is robust enough. 

3.5. Efficiency 

The equipment parameters of this experiment are as follows: Inter(R) Core (TM) i5-6500 
CPU@3.20GHz, 4GB RAM, simulation platform, i.e., MATLAB 9.0.0.341360(R2016a). 
Host image Peppers of size 512×512 and watermark images of size 32×32 are em-
ployed in the simulation. The simulation results are listed in Table 7. Watermark en-
cryption time and watermark decryption time are those required to scramble and 
reverse the watermark image with multiple chaotic maps, while watermark embedding 
time and watermark extraction time are those spent on performing the curvelet trans-
form, embedding the scrambled watermark and corresponding reverse operation. It can 
be seen that the processing time of the digital watermarking scheme is acceptable. 

T a b l e 7. Execution time (second). 

Encryption time Decryption time Embedding time Extraction time 

13.1 12.8 6.1 6.5 

4. Conclusion 

A digital watermarking scheme is proposed based on the curvelet transform. To guar-
antee the security of watermark information, the watermark image is scrambled with 
multiple chaotic maps. And the curvelet transform is performed on the host image to 
obtain the LF coefficient matrix C and HF coefficient matrix T. Then the scrambled 
watermark image is embedded into the matrix C with the additive embedding rule, 
while the authentication watermark generated by chaotic sequence is embedded into 

mailto:CPU@3.20GHz
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matrix T with the half division method. Finally, the host image with robust watermark 
and authentication watermark is obtained by the inverse curvelet transform. It is ver-
ified that the proposed watermarking scheme has good robustness, high security, and 
shares an accurate positioning function. Future works can make full use of machine 
learning or new encryption approach to achieve better performance [16,17]. 
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Sprawdzanie napotkało na problemy, które mogą uniemożliwić pełne wyświetlanie dokumentu.
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